NHCTPYKLUMA No ycTaHoBKe cnuctembl «IMC Hosa»

1. [nA ycTaHOBKM CEpBEPHOM YacTu NPUNOKEHUA HeobxoaMma BUPTyanbHan uam dusmndeckan
MaLUMHa COo CeAyOLMMN MUHUMAIbHBIMM XapaKTepUCTUKaMK: 2-a4epHbli npoueccos, 2 6
onepaTtneHoi namatn, 20 6 AMCKOBOro NPOCTPaHCTBa.

2. HaykasaHHOW BMPTyaNbHOM MalLuMHe HeobX0AMMO YCTaHOBUTL OnepaumMoHHyo cuctemy CentOS
7, AUCTPUBYTUB KOTOPOI AOCTyNeH Ha cTpaHuue https://www.centos.org/download

3. Tlocne ycTaHOBKM OnepaumnoHHOM cuctembl Heo6xoamMmo

PacnakoBaTb apxvB BO BpEeMeEHHYO Narky.
YctaHosuTb CYB/, Postgres v.10:

YcTaHoBUTb postgres10:
sudo yum install postgresql-server

MHuumanunsmposaTb postgres:
Jusr/pgsql-10/bin/postgresql-10-setup initdb

B daitne pg_hba.conf:

MN3meHUTb

host all all 127.0.0.1/32 ident
Ha

host all all 127.0.0.1/32 trust
MN3mMeHUTb

local all all ident

Ha

local all all trust

3anyctuTb, L06aBUTb B aBTO3aNycK postgres:
sudo systemctl start postgresql.service
sudo systemctl enable postgresql.service

BoiiT B KOHCOAb postgres:
sudo -u postgres psql

BbINO/IHUTL KOMAHAbI:

CREATE DATABASE "DocOb";

CREATE DATABASE "frontier";

CREATE DATABASE "online";

CrkonuposaTb daitnbl M3 nankn «CkpunTtbl 6y (apxms AMCTPMBYTMBA) BO BPEMEHHYIO NankKy.
Co3aaTtb nonb3oBaTens pgsql ¢ MCNoNb30BaHMEM CUCTEMHO KOHCON:

sudo -u postgres createuser pgsql

BbInosHUTL:



sudo -u postgres psql "DocOb" < schema.dump
sudo -u postgres psql "DocOb" < users.dump;
sudo -u postgres psql "DocOb" < data.dump;

[aTb Nonb30BaTe/o NpaBa Ha BCe 3/1eMeHTbl 6a3bl AaHHbIX:
B KoHconun B[] BbINONHUTD:
grant all privileges on database "DocOb" to postgres

grant all privileges on database "frontier" to pgsql
grant all privileges on database "online" to postgres

4. YcTtaHoBKa piportal:
YCTaHOBUTb hginx:
sudo yum install nginx
sudo systemctl enable nginx

YcTaHOBUTL peno3suTtopuin epel:
sudo yum install epel-release -y

[Jo6aBUTb peno3uTopuit c ytunmtamm ans perl:
sudo yum install centos-release-scl -y

YctaHosuTb mod_perl, composer:
sudo yum install -y mod_perl
sudo yum install -y composer

YCcTaHOBUTD java 8:
sudo yum install java-1.8.0-openjdk -y

YcTaHoBUTb root_ca, meta:
sudo yum install root_ca-0.1.2430-fb01d91.stable.x86_64.rpm -y
sudo yum install meta-1.0.2623-0f6f052.release.x86_64 (1).rpm —y

YcTaHOBUTb AONONHUTENbHbIE BubAnoTekun perl:
sudo yum install perl-Net-SMTP_auth-0.08-1.el7.noarch.rpm -y
sudo yum install perl-Cache-Simple-TimedExpiry-0.27-1.el7.noarch.rpm -y

YctaHosuTb workflow:
sudo yum install workflow-106501.261477-d2ff161.test.x86_64 (1).rpm -y

YcTaHoBUTL Naker piportal:
sudo yum install piportal-0.1.256831-381eble.test.x86_64.rpm

CronupoBatb ¢ainbl piportal.conf, phinx.yml, phinx.conf B cosgaHHyto nanky piportal
YctaHoBUTbL Apache:

sudo yum update httpd
sudo yum install httpd



Y6eautbea, yto B daine /etc/httpd/conf/httpd.conf ykasaH Listen 0.0.0.0:9000
Ecnu HeT, TO ycTaHosuTb nopTt 9000.

YcTaHOBUTbL NepemeHHyto sebool kKomaHaoun:
sudo setsebool -P httpd_can_network_connect on

3anyctutb Apache:
sudo systemctl start httpd

OTKpbITb NOPTHI:

sudo firewall-cmd --permanent --zone=public --add-port=80/tcp
sudo firewall-cmd --permanent --zone=public --add-port=443/tcp
sudo firewall-cmd --permanent --zone=public --add-port=9090/tcp

Mepe3sarpysuts firewall:
sudo systemctl restart firewalld

CTapToBaTb BCNOMOraTe/ibHble CEPBUCHI:
sudo systemctl start transformer-multi@0
sudo systemctl start transformer-multi@1
sudo systemctl start transformer-multi@?2
sudo systemctl start transformer-multi@3
sudo systemctl start transformer-multi@4
sudo systemctl start transformer-multi@5
sudo systemctl start transformer-multi@6
sudo systemctl start transformer-multi@7
sudo systemctl start transformer-multi@8
sudo systemctl start transformer-multi@9
sudo systemctl start statusupd

sudo systemctl start indexer

sudo systemctl start eventsource

sudo systemctl start btask

sudo chcon -R -t httpd_sys_content_rw_t /fopt/ctm/storage/
sudo chcon -R -t httpd_sys_content_rw_t /opt/ctm/piportal/

sudo chmod 777 /opt/ctm/storage/

5. YcraHosKa frontier:
BoliTn B KOHCONb postgres:
sudo -u postgres psql

YctaHoBuTb redis, rabbitmgq:
sudo yum install redis -y
sudo systemctl start redis
sudo systemctl enable redis

wget http://rpms.famillecollet.com/enterprise/remi-release-7.rpm
sudo rpm -Uvh remi-release-7*.rpm



sudo yum -y install erlang socat logrotatecd

cd /tmp

rpm --import https://www.rabbitmg.com/rabbitmg-release-signing-key.asc
yum -y install rabbitmqg-server.noarch

sudo systemctl start rabbitmqg-server

sudo systemctl enable rabbitmg-server

YcTaHoBMTb NakeT frontier:
sudo yum install frontier-106501.256821-8b31dc0.test.x86_64.rpm

CospaTb nanky environment:
mkdir /opt/ctm/frontier/environment

CxkonupoBsartsb B nanky /opt/ctm/frontier/environment ¢aitn frontier.environment
CronupoBsarthb B nanky /opt/ctm/frontier/app ¢ain setting_local.py

B /etc/nginx/conf.d/ co3aatb nanky frontier n 8 Heé ckonuposaTtb daibl
nginx_http.conf u nginx_base.conf

MepesarpysunTb nginx:
sudo systemctl restart nginx

MPUMEHUTb MUrpaLLMK:

cd /opt/ctm/frontier/

source /virtualenv/bin/activate
python manage.py migrate

[o6aBnTb Nnonb3oBaTena u rpynny celery, n 4o6aBnTb NoNb30BaTENA B FPynNy:
sudo useradd celery

sudo groupadd celery

sudo usermod -a -G celery celery

CmeHnTb NpaBa Ha pannax Ana 1oros:
sudo chown -R celery:celery "/var/log/celery/"
sudo chown -R celery:celery "/var/log/celerybeat/"

Co34aTb NPMBUAETMPOBAHHOrO NO/Ib30BaTENA:

python manage.py shell

>> from django.contrib.auth import get_user_model
>> User = get_user_model()

>> User.objects.create_superuser('<Umsa>', '<Maponb>')
>> exit()

3anycTuUTb CKPMNT AN5 NEPBUYHOTO HAaNONHEHWA 6a3bl AaHHbIX:
python manage.py loaddata 0001 _initial.json

YcTaHOBUTb NpaBa Ha BCe 3/1eMeHTbl 6a3bl AaHHbIX:
B KoHconu B/,
grant all privileges on database frontier to pgsql;



sudo chcon -R -t httpd_sys_content_rw_t /opt/ctm/frontier/

Mepesarpysuts frontier:
sudo systemctl restart frontier

Co3pgatb nonb3osatensa piportal:

python manage.py shell

>>> from backend.models import PiPortal

>>> from django.contrib.auth import get_user_model

>>> User = get_user_model()

>>> PiPortalAccount.objects.create(user=User.objects.first(), piportal=PiPortal.objects.first(),
login="admin', password="'11', uid=1)

>>> exit()

OTnpaBWTb 3aNpOC Ha NolyYeHUe TOKeHa:
curl --location --request POST 'http://localhost:82/api/public/v1.0/piportal-auth/' --form
"login=admin" --form "password=11" --form "piportal=http://localhost:8008"

OTnpaBuTbL NOPYYEHME:

curl --location --request POST 'http://localhost:82/api/public/v1.0/shipment-orders/' --header
'Authorization: Token <TokeH>' --form 'SignaturelD="<unaeHTndunkatop_noanucmc> "' --form
file=@"<MNyTb g0 panna>"

YcTtaHoBKa online:
Boi1Tn B KOHCO/b postgres:
sudo -u postgres psql

BbINONHUTL KOMaHAbI:
YcTaHoBUTb NakeT online:
sudo yum install online-106501.261987-08a79¢e0.test.x86_64.rpm —y

B /etc/nginx/conf.d/ co3pgaTb nanky online n B Heé ckonunposatb ¢ainbl nginx_http.conf
nginx_base.conf

MPUMEHUTb MUrpaLLUK:

cd /opt/ctm/online

source /virtualenv/bin/activate
cd src

python manage.py migrate

Co3aaTb NPMBUNErMPOBAHHOrO NO/b30BaTeNA:
python manage.py createsuperuser
3anoNHUTL NOYTY M MapPOoNb

[o6aBuTb Nnonb3oBaTena u rpynny celery, u 4o6aBnTb NoNb30BaTeENA B Fpynny:
sudo useradd celery

sudo groupadd celery

sudo usermod -a -G celery celery



CmeHnTb NpaBa Ha pannax Ana noros:
sudo chown -R celery:celery "/var/log/celery/"
sudo chown -R celery:celery "/var/log/celerybeat/"

CMeHuTb Npasa Ha gupeKktopuio online:
sudo chmod —R 777 /opt/ctm/online

sudo chcon -R -t httpd_sys_content_rw_t /opt/ctm/online/

OTKpbITb NOPT:
sudo firewall-cmd --permanent --zone=public --add-port=81/tcp
sudo systemctl restart firewalld

B KoHconu Bl BbINOAHUTD:
grant all privileges on database "DocOb" to postgres

CmeHuUTb Npasa Ha nanky storage:
sudo chmod -R 777 "/opt/ctm/storage/"

YcTtaHoBKa online frontend
O6HoBNEHME M OYMCTKa yum:
sudo yum -y update

sudo yum clean all

YcTaHoBKa hodejs 1 npm:

sudo yum install wget

wget https://rpm.nodesource.com/setup_14.x | sudo bash -E -
sudo yum install nodejs

sudo yum install npm

YcTaHoBKa vue-cli:

sudo npm install -g vue-cli

MepeiTn B Nanky NPUIOKEHUS:

cd online-frontend

Cobpatb javascript npunoxeHue:

npm run build



NopaxntoveHune frontend yactu:
B nanke /opt/ctm/online/src cozaatb nanky static/front

MepemecTnTb coaepskmnmoe nanku online-frontend/dist B static/front

sudo chcon -R -t httpd_sys_content_rw_t /opt/ctm/online/

MepesarpysnTb cepBUC:

sudo systemctl restart online

Mpunoskenne 6yaet goctynHo no http://localhost:81/

BbiBOg, NPUNOKEHUA B CETb MOXKHO NMPONU3BECTU C MOMOLLbLKO reverse proxy.



